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MICROCOMPUTER HAVING BUILT-IN NONVOLATILE MEMORY 

AND CHECK SYSTEM THEREOF AND IC CARD PACKING 
MICROCOMPUTER HAVING BUILT-IN NONVOLATILE MEMORY 
AND CHECK SYSTEM THEREOF 

FIELD OF THE INVENTION 
The present invention relates to a microcomputer 
having a built-in nonvolatile memory, an IC card packing 
the same, and a check system thereof. 

BACKGROUND OF THE INVENTION 
It is easy to overwrite data or programs written 
into an at least partially erasable built-in nonvolatile 
memory in a microcomputer by external means, such as 
general memory writer and tester, or internal means, such 
as internal CPU and ROM. For this reason, microcomputers 
having built-in nonvolatile memories are used extensively 
in electric appliances and OA (Office Automation) systems 
as data memories or program memories. 
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Further, a recent years' remarkable increase in a 
memory capacity provides a variety of uses for the 
microcomputers. Under these circumstances, there has 
been an increasing need for microcomputers which can 
assure safety of human health and ensure higher security. 
Accordingly, the need for higher reliability of a built- 
in non-volatile memory in the microcomputer as to the 
overwritable times, the validity of saved data, etc. has 
been also increasing. 

In order to upgrade the reliability of the 
microcomputers having built-in nonvolatile memories, a 
more accurate test should be conducted on the nonvolatile 
memories per se, and more importantly, a test should be 
conducted on the microcomputers as the completed products 
and further on IC cards packing the same. 

The following will explain a test conducted on a 
built-in nonvolatile memory in a conventional typical 
microcomputer with reference to Figures 6 and 7. 

As shown in Figure 6, a conventional typical 
microcomputer 8 0 comprises a nonvolatile memory 81, a RAM 
82, a CPU 83, a control circuit 84, and a boot ROM 85, 
which are interconnected to each other via an internal 
bus . 

In most of the cases, a general logic tester or the 
like is used to test the above -arranged microcomputer 80. 
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More specifically, as shown in Figure 7, a plurality of 
test terminals (terminal group 91) of a general logic 
tester 90 (hereinafter, referred to simply as tester 90) 
are connected to a plurality of test terminals (terminal 
group 86) of the microcomputer 8 0 in a one-to-one 
correspondence. Then, the microcomputer 80 is switched 
to the test mode by a signal from the tester 90, and a 
test is conducted on the internal circuits. 

In this case, the test program is stored in the 
tester 90, and for this reason, in order to enable the 
tester 9 0 to give a data signal, an address signal, a 
clock signal, a control signal, etc. to the microcomputer 
80, connecting means composed of at least tens of pins is 
necessary (Figure 7) , 

Thus, this test method using the tester 90 can not 
be applied when conducting a final test on the memory 
section of the completed product prior to shipment. 
Hence, a final check can be conducted only by a so-called 
actual test, by which the completed product is actually 
operated for a check-up. In other words, after the 
microcomputer 80 is packed in the product, the check-up 
items available by the above test method are limited to 
writing, reading, and erasing with respect to the 
nonvolatile memory 81, and there is a problem that 
detailed check-up items, such as a shift quantity of a 
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Vth voltage in each memory cell, can not be tested. 

If the microcomputer 80 packed in the product could 
be connected to the tester 9 0 through connecting means 
composed of tens of pins, there arises another problem 
that the general tester can test only one chip at a time. 
The most advanced general logic tester can test more than 
one chip, but the number of chips is limited to a few at 
most. If the nonvolatile memory 81 is to be tested in 
detail with high accuracy, the time required for the test 
and the number of check-up items are increased markedly 
compared with the conventional test method. Thus, it is 
essential to test a greater number of chips 
simultaneously to save the cost of the test. 

As has been discussed, one of the most important 
applications of the microcomputer having an at least 
partially erasable built-in nonvolatile memory is the use 
in an IC card. 

The IC card is defined as a card including a 
information data recording memory represented by a 
nonvolatile memory, and a microcomputer which controls 
the memory, wherein data and programs are stored in the 
memory while data is read out or written into the memory 
when necessary. EEPROMs (Electrically Erasable and 
Programmable Read Only Memories) are well known as a 
built-in information data recording memory in the IC 
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card. Typical EEPROMs have a memory capacity of 8-16 
Kbytes and data can be overwritten up to 10, 000 times. 
However, IC cards having built-in memories with a 
capacity increased to hundreds Kbytes to some Mbytes, 
such as a flash memory and a FERAM (Ferro Electric Random 
Access Memory) , and ensuring tens to hundreds thousands 
times of overwriting have been nearing the practical use. 

The IC cards are used in diversified fields 
including electronic settlements of accounts, public 
transportation, medical, distributions, etc. For this 
reason, not only higher reliability, but also higher 
security against forgery are required for the IC cards. 

In order to ensure reliability of the IC card having 
a built-in nonvolatile memory, the test is generally 
conducted on the chip per se, and another test is 
conducted further on the memory packed in the card. A 
generally adopted test method for the memory is as 
follows. That is, a test program is stored in the built- 
in ROM or test ROM during the manufacturing process, so 
that when a test command is entered from an external 
check device, the CPU starts to run the test program on 
the test ROM, whereby the test is conducted on the 
memory . 

For example, Japanese Laid-open Patent Application 
No. 3082/1985 (Japanese Official Gazette, Tokukaisho No. 
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60-3082, publishing date: January 9, 1985) discloses a 
technique which realizes the test on the memory packed in 
the IC card. More specifically, an IC card is set in a 
certain check device and a test command signal is sent to 
the IC card from the check device, whereupon the CPU 
starts to run the test program prestored in the built-in 
ROM, thereby making it possible to conduct a test on the 
memory packed in the IC card. 

Also, Japanese Laid-open Patent Application No. 
193056/1985 (Japanese Official Gazette, Tokukaisho No. 
60-193056 , publishing date: October 1, 1985) discloses a 
similar technique. 

However, the above conventional technique 
essentially uses the test program written into the ROM, 
and therefore, the IC card has to additionally include 
the test ROM or secure a program area for the test 
program in the built-in ROM. Thus, because the capacity 
secured for the test program is limited, there is a 
problem that a test can not be conducted in a 
satisfactory manner to ensure the reliability of the 
memory . 

The number of the tests conducted on the nonvolatile 
memory should be increased with the increasing 
reliability. In particular, in order to ensure tens to 
hundreds thousands times of overwriting, in addition to 
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the test of writing/reading/erasing with respect to the 
memory, a test should be conducted on the 
writing/reading/erasing margins by checking the Vth 
voltage in each memory cell . 

However, the test program written into the ROM can 
not be overwritten. Thus, if a plurality kinds of test 
programs need to be written into the ROM, a capacity of 
the ROM has to be increased markedly. Even if a capacity 
of the ROM is increased, however, the check device and 
chip communicate in a one-to-one correspondence in the 
final stage. Thus, unlike the burn-in test, a large 
number of chips can not be tested at a time. 

Further, should the chip packed in the IC card be 
analyzed for forgery with the today's advanced analysis 
technique, in case that the program data is created and 
written into the ROM during the manufacturing process, 
highly confidential data, such as address information of 
the nonvolatile memory and Vth data, is readily analyzed 
by irradiating laser beams from the back surface of the 
wafer, etc. Hence, storing the test program for the 
nonvolatile memory in the ROM is virtually exposing the 
security of the IC card to danger. 

This problem could be solved by replacing the ROM 
with another nonvolatile memory for storing the test 
program, and erasing the test program after the test is 
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corapleted. However, by providing an additional 

nonvolatile memory for the use of test alone, not only 
the chip area is increased undesirably, but also another 
test should be conducted on this additional nonvolatile 
memory. This counter method is, therefore, not 

worthwhile after all . 

SUMMARY OF THE INVENTION 

It is therefore an object of the present invention 
to provide a microcomputer having a built-in nonvolatile 
memory which can realize a check-up without leaving a 
test program on the chip, an IC card packing the same, 
and a check system thereof . 

In order to fulfill the above and other objects, a 
microcomputer having a built-in nonvolatile memory of the 
present invention is characterized by being furnished 
with: 

a communication circuit for receiving a test program 
for a nonvolatile memory from an external check system; 
and 

a RAM on which the test program is run. 

According to the above arrangement , the test program 
for the nonvolatile memory is sent from the external 
check system through the communication circuit. The test 
program is run on the RAM, and the nonvolatile memory is 
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tested in accordance with the test program. 

Incidentally, in order to check the built-in 
nonvolatile memory in the microcomputer, the test program 
for the nonvolatile memory is conventionally stored in 
the built-in ROM or test ROM during the manufacturing 
process so as to cut the check time shorter and make the 
check system simpler. 

However, the above conventional arrangement has a 
following problem. That is, the program written into the 
ROM can not be overwritten whereas a number of test 
programs should be written into the ROM but the ROM has 
a limited capacity. Hence, a sufficient number of 
programs can not be written into the ROM, thereby making 
it impossible to conduct a test in a satisfactory manner 
to prove high reliability of the nonvolatile memory. 

Further, in case that the program data is created 
and written into the ROM during the manufacturing 
process, the data can be readily analyzed. Thus, the 
conventional method, that is, storing the test program in 
the ROM, is virtually exposing the security of the IC 
card to danger . 

In contrast, according to the arrangement of the 
present invention, the test program for the nonvolatile 
memory is sent from the external check system and run on 
the RAM. Thus, a number of test programs can be 
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transf erred temporarily to the RAM and run thereon 
without using a ROM in which the test programs has been 
written in advance. Consequently, a highly reliable test 
having a sufficient number of check-up items can be 
conducted without any restriction from a limited capacity 
of the ROM. 

Further, the test program transferred onto the RAM 
is erased as soon as the test is completed and the supply 
of the power source voltage is stopped. Thus, because 
the test program is not left in the completed product, 
unauthorized analysis of the test program can be 
prevented. The foregoing is particularly effective for 
a product that requires high reliability and security, 
such as the IC card packing the microcomputer having a 
nonvolatile memory. 

Also, a check system of the present invention of the 
microcomputer having a built-in nonvolatile memory is 
characterized by being furnished with: 

at least one external communication device connected 
to the microcomputer in such a manner so as to allow a 
communication in a one-to-one correspondence, 

each external communication device including, 
a storage device having stored a test 

program for a built-in nonvolatile memory in 

the microcomputer, and 
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a communication raicrocoraputer for sending 
the test program to the microcomputer. 
According to the above arrangement, the external 
communication device and the microcomputer having a 
built-in nonvolatile memory are connected to each other 
in such a manner so as to allow a communication in a one- 
to-one correspondence . The external communication device 
stores the test program for the built-in nonvolatile 
memory in the microcomputer, and sends the same to the 
microcomputer having a built-in nonvolatile memory. 

In other words, it is not necessary to write the 
test program in the built-in ROM or test ROM in the 
microcomputer having a built-in nonvolatile memory in 
advance, because the test program can be sent from the 
external communication device. Consequently, a highly 
reliable test having a sufficient number of check-up 
items can be conducted without any restriction from a 
limited capacity of the ROM. 

For a fuller understanding of the nature and 
advantages of the invention, reference should be made to 
the ensuing detailed description taken in conjunction 
with the accompanying drawings . 



BRIEF DESCRIPTION OF THE DRAWINGS 
Figure 1 is a block diagram schematically showing an 
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arrangement of a microcomputer having a built-in 
nonvolatile memory and a check system thereof in 
accordance with one embodiment of the present invention; 

Figure 2 is a block diagram schematically showing 
an arrangement of an IC card packing the microcomputer 
having a built-in nonvolatile memory of Figure 1 and a 
check system thereof; 

Figure 3 is a flowchart detailing operations of the 
microcomputer having a built-in nonvolatile memory of 
Figure 1 and a check system of a DUT of Figure 4; 

Figure 4 is a block diagram schematically showing an 
arrangement of a check system of a DUT having a built-in 
nonvolatile memory in accordance with another embodiment 
of the present invention; 

Figure 5 is a block diagram schematically showing a 
check system of an IC card module packing the DUT having 
a built-in nonvolatile memory of Figure 4; 

Figure 6 is a block diagram schematically showing an 
arrangement of a conventional microcomputer having a 
built-in nonvolatile memory; and 

Figure 7 is a block diagram schematically showing an 
arrangement of a check system of the conventional 
microcomputer having a built-in nonvolatile memory of 
Figure 6 . 
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DESCRIPTION OF THE EMBODIMENTS 
(Embodiment 1) 

Referring to Figures 1 through 3, the following 
description will describe one embodiment of the present 
invention . 

As shown in Figure 1, a check system of a 
microcomputer 10 having a built-in nonvolatile memory of 
the present embodiment (hereinafter, referred to simply 
as microcomputer 10) comprises an external communication 
device 20 and a control computer 30. A check-up of a 
built-in nonvolatile memory 11 in the microcomputer 10 is 
conducted by connecting the external communication device 
2 0 to both the microcomputer 10 and control computer 3 0 
so as to allow mutual communications. 

The microcomputer 10 comprises the nonvolatile 
memory 11, a RAM (Random Access Memory) 12, a CPU 
(Central Processing Unit) 13, a communication circuit 14, 
a control circuit 15, and a boot ROM (Read Only Memory) 
16, which are interconnected to each other via an 
internal bus. The microcomputer 10 further comprises a 
terminal group 17 including a VPP terminal 17a, a VCC 
terminal 17b, a GND terminal 17c, a RST terminal 17d, a 
CLK terminal 17e, and an I/O ( Input /Output ) terminal 17f . 

The CPU 13 runs a program stored in the boot ROM 16 
and RAM 12. The communication circuit 14 and control 
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circuit 15 mainly control communications with the 
external communication device 2 0 as to a flowing rate, 
protocols, etc. 

The boot ROM 16 positions (stores) only a program to 
operate the communication circuit 14 in such a manner so 
as to be run by the CPU 13, More specifically, the boot 
ROM 16 stores a program for the following jobs of: 

receiving the test program for the nonvolatile 
memory 11 from the external communication device 2 0 and 
storing the same in the RAM 12 at a test command issued 
from the external communication device 20; 
running the test program; and 

sending a test result to the external communication 
device 20. 

The test program for the nonvolatile memory 11 is 
transferred to the RAM 12 from the external communication 
device 20, stored in the RAM 12 and run by the CPU 13 in 
order to conduct a check-up of the nonvolatile memory 11 . 

The external communication device 2 0 comprises a 
communication microcomputer 21, a communication control 
circuit 22, a power source circuit 23, and a storage 
device 25, which are interconnected to each other via an 
internal bus. The external communication device 20 
further comprises a terminal group 24 including a VPP 
terminal 24a, a VCC terminal 24b, a GND terminal 24c, a 
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RST terminal 24d, a CLK terminal 24e, and an I/O terminal 
24f . 

The external communication device 20 and 
microcomputer 10 are connected to each other through the 
terminal group 17 and terminal group 24 in such a manner 
that the terminals in each group are connected to each 
other in a one-to-one correspondence. Power is supplied 
respectively from the VPP terminal 24a to the VPP 
terminal 17a and from the VCC terminal 24b to the VCC 
terminal 17b, and a clock is supplied from the CLK 
terminal 24e to the CLK terminal 17e. In addition, data 
communication is allowed between the I/O terminals 17f 
and 24 f when necessary. 

The communication microcomputer 21 and communication 
control circuit 22 mainly control communications with the 
microcomputer 10 and control computer 3 0 as to a 
communication rate, protocols, etc. 

The power source circuit 23 is a power source which 
supplies a driving power to the external communication 
device 20 and the microcomputer 10 connected thereto 
through the VPP terminals 24a and 17a and VCC terminals 
24b and 17b. In other words, the power necessary for the 
microcomputer 10 during the check-up of the nonvolatile 
memory 11 is supplied from the power source circuit 23 in 
the external communication device 20. Thus, when the 
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test of the nonvolatile memory 11 is completed and the 
communication between the microcomputer 10 and external 
communication device 2 0 is cut, a power source voltage 
currently supplied from the power source circuit 23 in 
the external communication device 20 is stopped, 
whereupon the test program stored in the RAM 12 is erased 
automatically. 

The storage device 2 5 is a memory which stores the 
test program for the built-in nonvolatile memory 11 in 
the microcomputer 10 . In order to conduct the check-up 
of the nonvolatile memory 11, the test program is read 
out from the storage device 25 and sent to the 
microcomputer 10 . The test program may be sent to the 
external communication device 2 0 from the control 
computer 3 0 and stored temporarily in the storage device 
25 each time a check-up of the nonvolatile memory 11 is 
conducted. 

Further, the external communication device 2 0 is 
controlled by an external device, namely, the control 
computer 30. Alternatively, the external communication 
device 2 0 may be controlled directly by the communication 
microcomputer 21. Further, a plurality of external 
communication devices 20 may be connected to one control 
computer 30, so that a plurality of microcomputers 10 can 
be tested simultaneously. 
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Next, the following will explain an IC (Integrated 
Circuit) card 1 packing the above microcomputer 10 with 
reference to Figure 2 . 

The IC card 1 is furnished with, on its surface, a 
terminal group 17' connected to the terminal group 17 in 
the microcomputer 10 in such a manner that the terminals 
in each group are connected to each other in a one-to-one 
correspondence. Thus, the external communication device 
20 is connected to the terminal group 17 through 
connection between the terminals in the terminal group 24 
and terminal group 17' in a one-to-one correspondence, 
whereby a communication with the microcomputer 10 is 
allowed. 

Thus, as was with the microcomputer 10, a plurality 
of the external communication devices 2 0 may be connected 
to one control computer 30, so that a plurality of IC 
cards 1 can be tested simultaneously. 

Next, the following will explain the operations 
involved in the test on the microcomputer 10 with 
reference to the flowchart of Figure 3 . It should be 
appreciated that the operations involved in the test on 
the IC card 1 (Figure 2) are the same. 

Initially, the microcomputer 10 is electrically 
connected to the external communication device 20 through 
the terminal groups 17 and 24 (terminal groups 17' and 
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24) . The electrical connection may be established by 
means of direct physical contact or electric waves, such 
as electromagnetic waves, as long as communications are 
allowed . 

When the connection between the microcomputer 10 and 
external communication device 20 is established, the 
control microcomputer 3 0 sends a command to the external 
communication device 2 0 to start the transfer of the test 
program for the nonvolatile memory 11 to the 
microcomputer 10 (SI and S2) . 

Then, the external communication device 2 0 sends a 
signal (command) to the I/O terminal 17f of the 
microcomputer 10 to start the transfer of the test 
program (S3) . Upon receipt of the signal (test program 
transfer start command) (S4) , the microcomputer 10 sets 
the conditions necessary for the transfer, such as area 
allocation in the RAM 12 for the transferred test 
program, whereby the microcomputer 10 becomes ready to 
receive data (test program) . 

When the state of the microcomputer 10 to have 
become ready to receive data is confirmed, the test 
program is sent to the microcomputer 10 from the external 
communication device 2 0 through the I/O terminals 24f and 
17f, and the microcomputer 10 stores the received test 
program in the RAM 12 (S5 and S6) . 
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The series of operations thus far are carried out by 
the CPU 13 as it runs the prestored program in the boot 
ROM 16 in the microcomputer 10. When the transfer of the 
test program to the RAM 12 is completed, the CPU 13 
confirms the completion of the transfer of the test 
program and switches the control onto a specific address 
in the RAM area, and starts to run the test program on 
the RAM 12 (S7) . More specifically, the CPU 13 sets the 
nonvolatile memory 11 to the test mode, completes the 
check-up items one by one, and creates test result data 
including the test result, a fail log, etc. 

Upon conformation of the completion of the memory 
test (S8) , the CPU 13 sends the result data of the memory 
test to the external communication device 2 0 which has 
been waiting for the same (S9, SIO, SIX) . The external 
communication device 2 0 makes the pass/fail judgment of 
the nonvolatile memory 11 based on the result data of the 
memory test sent from the microcomputer 10, and sends the 
judging result of the memory test to the control computer 
30 which has been waiting for the same (S12, S13 , S14) . 
Finally, the test on the nonvolatile memory 11 is 
completed when the control microcomputer 3 0 receives the 
pass/fail judgement from the microcomputer 10 (S14) . 

It should be appreciated that it does not make any 
difference whether the microcomputer 10 makes the 
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pass/fail judgment by the self based on the test result 
data which had been created by the self or the control 
computer 30 does so based on the received test result 
data. 

When the test is completed and the communication 
between the microcomputer 10 and external communication 
device 20 is cut, a power source voltage currently 
supplied to the microcomputer 10 from the power source 
circuit 23 in the external communication device 2 0 
through the VPP terminals 24a and 17a and VCC terminals 
24b and 17b is stopped, whereupon the test program stored 
in the RAM 12 is erased automatically. 

As has been discussed, the microcomputer having a 
built-in nonvolatile memory of the present embodiment 
comprises : 

the communication circuit for transferring the test 
program from the external communication device in the 
check system to the RAM; 

the boot ROM enabling the CPU to transfer the test 
program; and 

the CPU for switching the nonvolatile memory to the 
test mode in accordance with the test program on the RAM. 

According to the above arrangement, the nonvolatile 
memory is switched to the test mode on the RAM, and 
consequently, highly reliable and secure test can be 
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conducted on the built-in nonvolatile memory in the 
microcomputer. In other words, by transferring the test 
program from the external to the RAM and conducting a 
plurality kinds of tests on the RAM, a plurality kinds of 
tests can be conducted by temporarily transferring the 
same on the RAM without using a conventionally essential 
exclusive-use ROM having stored the test program. 
Consequently, a highly reliable test, such as a margin 
test for the memory cell, can be conducted on the 
nonvolatile memory. 

In addition, the test program transferred onto the 
RAM is erased as soon as the test is completed and the 
supply of the power source voltage is stopped. Thus, 
because the test program is not left in the completed 
product, unauthorized analysis of the test program can be 
prevented. This is particularly effective for a product 
that requires high reliability and security, such as the 
IC card packing the foregoing microcomputer having a 
nonvolatile memory. 

(Embodiment 2) 

Referring to Figures 4 and 5, the following 
description will describe another embodiment of the 
present invention. Hereinafter, like components are 
labeled with like reference numerals with respect to 



Embodiment 1, and the description of these components is 
not repeated for ease of explanation. 

As shown in Figure 4, a check system of a 
microcomputer 40 having a built-in nonvolatile memory 
(hereinafter, referred to simply as DUT (Device Under 
Test) 40) comprises a communication control microcomputer 
50 (hereinafter referred to simply as microcomputer 50) 
and a control computer 30. A check-up of the built-in 
nonvolatile memory 11 in the DUT 4 0 is conducted when 
paris of the DUTs 4 0 and microcomputers 50 are provided 
on a test board 60 in such a manner that (1) the DUT 4 0 
and microcomputer 50 in each pair are connected to each 
other so as to allow mutual communications, and (2) all 
the DUTs 4 0 are connected to one control computer 3 0 so 
as to allow mutual communications. 

The DUT 40 and microcomputer 50 of the present 
embodiment are of the same structures as those of the 
microcomputer 10 and external communication device 20 of 
Embodiment 1, respectively. 

In the present check system, a plurality of 
microcomputers 5 0 and DUTs 4 0 are connected in such a 
manner so as to allow mutual communications in a one-to- 
one correspondence in each pair, and aligned in parallel 
on the test board 60. Each microcomputer 50 is connected 
to the computer 3 0 in such a manner so as to allow mutual 
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communications individually. 

Further, as shown in Figure 4, the check system is 
arranged in such a manner that it can additionally 
conduct a burn- in test by providing the DUTs 4 0 in a 
heater block 61. It does not cause any problem if the 
heat block 61 is realized by connecting the DUTs 4 0 and 
microcomputers 50 to each other through cables and 
placing the DUTs 40 in a hot temperature bath. 

Figure 5 is a view explaining the check system which 
checks IC card modules 41 instead of the DUTs 40 of 
Figure 4. Each IC card module 41 is of the same 
structure as that of the IC card 1 of Embodiment 1 . 

The check system is arranged in such a manner that 
it can additionally conduct a burn- in test by providing 
the IC card modules 41 in the heater block 61. It does 
not cause any problem if the heat block 61 is realized by 
connecting the IC card modules 41 and microcomputers 50 
to each other through cables and placing the IC card 
modules 41 in a hot temperature bath. 

Next, the following will explain the operations 
involved for the test on the DUT 40 with reference to the 
flowchart of Figure 3 . It should be appreciated that the 
operations involved for the test on the IC card module 41 
(Figure 5) are the same. 

The control computer 30 sends a test command to all 
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the microcomputers 50 connected thereto simultaneously to 
start the transfer of the test program for the 
nonvolatile memory 11 to the DUTs 40 (SI) . Upon receipt 
of the test command, each microcomputer 50 processes the 
command, and confirms that the received command is the 
test command (S2) . 

Upon conformation of the test command, each 
microcomputer 50 sends a signal (command) to the 
corresponding DUT 40 to start the transfer of the 
necessary test program (S3) . Upon receipt of the signal 
(test program transfer start command) (S4) , the DUT 4 0 
sets the necessary conditions, such as area allocation 
for the transferred test program on the RAM 12, whereby 
it becomes ready to receive data (test program) . 

When the state of the DUT 4 0 that it has become 
ready to receive the data is confirmed, each 
microcomputer 50 starts to send the test program, and the 
DUT 40 stores the received test program in the RAM 12 
(S5, S6) . It does not make any difference whether the 
test program is sent from the control computer 3 0 or the 
memory (equivalent to the storage device 25) in each 
microcomputer 50. 

The series of operations thus far are carried out by 
the CPU 13 as it runs the program prestored in the boot 
ROM 16 in the DUT 40. When the transfer of the test 
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program to the RAM 12 is completed, the CPU 13 in each 
DUT 4 0 confirms the completion of the transfer of the 
test program, and switches the control to a specific 
address in the RAM area, whereupon the CPU 13 starts to 
run the test program on the RAM 12 (S7) . More 
specifically, the CPU 13 sets the nonvolatile memory to 
the test mode, carries out the check-up items one by one, 
and creates the test result data including the test 
result, a fail log, etc. 

Upon confirming the completion of the memory test 
{S8) , the CPU 13 sends the result data of the memory test 
to the microcomputer 50 which has been waiting for the 
same {S9, SIO, Sll) . Each microcomputer 50 makes the 
pass/fail judgment of the nonvolatile memory 11 based on 
the result data of the memory test received from the 
corresponding DUT 40, and sends the judging result of the 
memory test to the control computer 3 0 which has been 
waiting for the same (S12, S13, S14) . Finally, when all 
the DUTs 40 receive the pass/fail judgement, the control 
computer 3 0 completes the test on the nonvolatile memory 
11 (S14) . 

It should be appreciated that it does not make any 
difference whether the DUT 4 0 makes the pass/fail 
judgment by the self based on the test result data which 
had been created by the self or the microcomputer 50 or 
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control computer 3 0 does so based on the received test 
result data. 

When the test is completed and the communication 
between the DUT 4 0 and microcomputer 50 in each pair is 
cut, the test program transferred onto the RAM 12 is 
erased automatically. 

As has been discussed, in the check system of the 
present embodiment of the microcomputer having a 
nonvolatile memory, a plurality of the microcomputers 
equivalent to the external communication device of 
Embodiment 1 are aligned in parallel on the same test 
board, and all the microcomputers are connected to one 
system control computer. 

In other words, in the check system of the IC card 
packing the microcomputer having a built-in nonvolatile 
memory, a microcomputer different from the external 
communication device in the check system of Embodiment 1 
is used as the external communication device, a plurality 
of external communication devices are aligned on the same 
board, and all the external communication devices are 
controlled intensively by connecting the same to another 
communication device (control computer) . Consequently, 
the check system is arranged in such a manner that a 
plurality of microcomputers each having a built-in 
nonvolatile memory and a plurality of IC cards packing 
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the same are tested simultaneously. 

According to the above arrangement, the DUTs and 
microcomputers aligned on the same test board are 
controlled intensively, thereby making it possible to 
test a plurality of chips simultaneously. Consequently, 
the cost of the test can be saved markedly. 

It should be appreciated that the foregoing 
descriptions in each embodiment are not provided to limit 
the scope of the present invention, and the present 
invention can be modified in diversified manners as 
described below, for example. 

The microcomputer having a built-in nonvolatile 
memory in each of Embodiments 1 and 2 is a microcomputer 
having an at least partially erasable built-in 
nonvolatile memory, which may be arranged in such a 
manner that, when a nonvolatile memory section is tested: 

a control program prestored in the boot ROM is run 
by entering a test command from an external communication 
device; 

a test program is transferred from the external 
communication device to a built-in RAM through a 
communication circuit; 

a control of a CPU is switched to the built-in RAM 
after the test program has been transferred and a test is 
conducted on the nonvolatile memory section; and 
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a test result and a fail log are transferred to the 
external communication device through the communication 
circuit again. 

According to the above arrangement, a highly 
reliable and secure test can be conducted at a low cost 
without using a general tester. 

The check system of the microcomputer having a 
nonvolatile memory in each of Embodiments 1 and 2 may be 
arranged in such a manner that, when a nonvolatile memory 
section of the above -arranged microcomputer having a 
nonvolatile memory is tested: 

a control program prestored in a boot ROM is run by 
entering a test command from an external communication 
device ; 

a test program is transferred from the external 
communication device to a built-in RAM through the 
communication circuit; 

a control of a CPU is switched to the built-in RAM 
after the test program has been transferred and a test is 
conducted on the nonvolatile memory section; and 

a test result and a fail log are transferred to the 
external communication device through the communication 
circuit again. 

According to the above arrangement, a highly 
reliable and secure test can be conducted at a low cost 
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without using a general tester. 

A check system of the microcomputer having a 
nonvolatile memory in each of Embodiments 1 and 2 may be 
arranged in such a manner that, when a nonvolatile memory 
section of the above -arranged microcomputer having a 
nonvolatile memory is tested: 

a plurality of external communication devices are 
aligned on the same board by exploiting the above check 
system and using another microcomputer different from 
the external communication device; 

external communication devices are connected to 
their respective communication devices, respectively; and 

all the external communication devices are 
controlled intensively. 

According to the above arrangement, a plurality of 
microcomputers each having a built-in nonvolatile memory 
can be tested simultaneously. 

The microcomputer having a built-in nonvolatile 
memory in each of Embodiments 1 and 2 may be packed in an 
IC card. 

A check system of the microcomputer having a 
nonvolatile memory in each of Embodiments 1 and 2 may be 
arranged in such a manner that, when a nonvolatile memory 
section in the above -arranged IC card is tested: 

a control program prestored in a boot ROM is run by 
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entering a test command from an external communication 
device ; 

a test program is transferred from the external 
communication device to a built-in RAM through a 
communication circuit; 

a control of a CPU is switched to the built-in RAM 
after the test program has been transferred and a test is 
conducted on the nonvolatile memory section; and 

a test result and a fail log are transferred to the 
external communication device through the communication 
circuit again. 

According to the above arrangement, a highly 
reliable and secure test can be conducted at a low cost 
without using a general tester. 

A check system of the microcomputer having a 
nonvolatile memory in each of Embodiments 1 and 2 may be 
arranged in such a manner that, when a nonvolatile memory 
section of the microcomputer having a nonvolatile memory 
packed in the above -arranged IC card is tested: 

a plurality of external communication devices are 
aligned on the same board by exploiting the above check 
system and using another microcomputer; 

the external communication devices are connected to 
the communication devices, respectively; and 

all the external communication devices are 
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controlled intensively. 

According to the above arrangement, a plurality of 
the IC cards each packing the microcomputer having a 
built-in nonvolatile memory can be tested simultaneously. 

As has been discussed, a microcomputer having a 
built-in nonvolatile memory of the present invention may 
comprise : 

a nonvolatile memory; 

a boot ROM; 

a RAM; 

a CPU for running a program stored in the boot ROM 
and RAM; and 

a communication circuit for controlling a 
communication with a check system, 

wherein the boot ROM has stored a control program 
for following jobs of: 

receiving a test program for the 
nonvolatile memory from the check system and 
store the same in the RAM at a test command 
issued from the check system, 

running the test program, and 
sending the test result to the check 
system. 

A check system of the present invention of a 
microcomputer having a built-in nonvolatile memory may 



include an external communication device including: 

a storage device having stored a test program for a 
built-in nonvolatile memory in the microcomputer; 

a communication control circuit for controlling a 
communication with the microcomputer having a built-in 
nonvolatile memory; and 

a communication microcomputer for, when a check-up 
of the nonvolatile memory is conducted, sending the test 
program to the microcomputer having a built-in 
nonvolatile memory. 

According to the above arrangement, when the 
nonvolatile memory is checked, the microcomputer having 
a built-in nonvolatile memory receives the test program 
for the nonvolatile memory from the check system and 
stores the same in the RAM in accordance with the control 
program prestored in the boot ROM at a test command 
issued from the check system, and runs the test program, 
after which the microcomputer having a built-in 
nonvolatile memory sends the test result to the check 
system. 

On the other hand, the check system sends the test 
command from the external communication device to the 
microcomputer having a nonvolatile memory together with 
the test program stored in the storage device. 

Accordingly, the test program is run after the 
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nonvolatile memory is switched to the test mode by the 
test program on the RAM, whereby a highly reliable and 
secure test can be conducted. In other words, by 
transferring the test program from the external 
communication device to the RAM and conducting the test 
on the RAM, a plurality kinds of tests can be conducted 
by temporarily transferring the same on the RAM without 
using a conventionally essential exclusive-use ROM having 
stored the test program. Consequently, a highly reliable 
test, such as a margin test for the memory cell, can be 
conducted on the nonvolatile memory. 

Also, the test program transferred to the RAM is 
erased as soon as the test is completed and the supply of 
the power source voltage is stopped. Thus, because the 
test program is not left in the completed product, 
unauthorized analysis of the test program can be 
prevented. This is particularly effective for a product 
that requires high reliability and security, such as the 
IC card packing the microcomputer having a nonvolatile 
memory . 

As has been discussed, the microcomputer having a 
built-in nonvolatile memory and the check system thereof 
can conduct a highly reliable and secure test at a low 
cost without using the general tester and leaving the 
test program on the chip. 
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If the test as accurate as above is conducted, the 
number of the check-up items is increased markedly. 
However, the check system is arranged in such a manner 
that a plurality of external communication devices are 
controlled intensively by the control computer. Thus, 
because a plurality of microcomputers each having a 
built-in nonvolatile memory can be tested simultaneously, 
the cost of the test can be saved significantly as an 
effect . 

In other words, the check system of the present 
invention of the microcomputer having a built-in 
nonvolatile memory may comprise: 

a control computer, connected to a plurality of 
external communication devices, for intensively 
controlling microcomputers each having a built-in 
nonvolatile memory and connected to the plurality of the 
external communication devices, respectively. 

According to the above arrangement, the built-in 
nonvolatile memories in a plurality of microcomputers are 
controlled intensively by the control computer, thereby 
making it possible to check a plurality of chips 
simultaneously. Thus, the costs of the check-up of the 
nonvolatile memory can be saved significantly. 

The foregoing effects are especially important for 
the IC cards each packing the microcomputer having a 
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built-in nonvolatile memory of a large capacity for 
storing various kinds of information. 

An IC card of the present invention may be arranged 
to pack the above microcomputer having a built-in 
nonvolatile memory. 

In addition, a check system of the IC card packing 
the microcomputer having a built-in nonvolatile memory 
may comprise an external communication device including: 
a storage device having stored a test program for 
the built-in nonvolatile memory in the microcomputer 
packed in the IC card; 

a communication control circuit for controlling a 
communication with the IC card; and 

a communication microcomputer for sending the test 
program to the IC card when conducting a test on the 
nonvolatile memory. 

According to the above arrangement, in order to 
conduct a check-up of the nonvolatile memory, the 
microcomputer having a built-in nonvolatile memory packed 
in the IC card receives the test program for the 
nonvolatile memory from the check system and stores the 
same in the RAM at a test command issued from the check 
system in accordance with the control program prestored 
in the boot ROM, and runs the test program, after which 
the microcomputer having a built-in nonvolatile memory 
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sends the test result to the check system. 

On the other hand, the check system sends the test 
command to the microcomputer having a built-in 
nonvolatile memory packed in the IC card from the 
external communication device together with the test 
program stored in the storage device . 

Accordingly, a highly reliable and secure test can 
be conducted by switching the nonvolatile memory to the 
test mode by the test program on the RAM. In other 
words, by transferring the test program from the external 
communication device to the RAM and conducting the test 
on the RAM, a plurality kinds of tests can be conducted 
by temporarily transferring the same on the RAM without 
using a conventionally essential exclusive-use ROM having 
stored the test program. Consequently, a highly reliable 
test, such as a margin test for the memory cell, can be 
conducted on the nonvolatile memory. 

Also, the test program transferred to the RAM is 
erased as soon as the test is completed and the supply of 
the power source voltage is stopped. Thus, because the 
test program is not left in the completed product, 
unauthorized analysis of the test program can be 
prevented. This is particularly effective for a product 
that requires high reliability and security, such as the 
IC card packing the microcomputer having a nonvolatile 
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memory . 

As has been discussed, the IC card packing the 
microcomputer having a nonvolatile memory and the check 
system thereof can conduct a highly reliable and secure 
test at a low cost without using the general tester and 
leaving the test program on the chip. 

The check system of the present invention of the IC 
card packing a microcomputer having a built-in 
nonvolatile memory may be arranged in such a manner so as 
to include a control computer, connected to a plurality 
of external communication devices, for intensively 
controlling a check-up of the IC cards connected to the 
plurality of the external communication devices, 
respectively . 

According to the above arrangement, the built-in 
nonvolatile memories in a plurality of microcomputers 
packed in the IC cards are controlled intensively by 
using the control computer, thereby making it possible to 
check a plurality of the IC cards simultaneously. Thus, 
the cost of the check-up of the nonvolatile memory packed 
in the IC card can be saved significantly. 

The invention being thus described, it will be 
obvious that the same may be varied in many ways . Such 
variations are not to be regarded as a departure from the 
spirit and scope of the invention, and all such 
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modif ications as would be obvious to one skilled in the 
art are intended to be included within the scope of the 
following claims. 
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WHAT IS CLAIMED IS: 

1. A microcomputer having a built-in nonvolatile 
memory including: 

a communication circuit for receiving a test program 
for a nonvolatile memory from an external check system; 
and 

a RAM on which said test program is run. 

2. The microcomputer having a built-in nonvolatile 
memory of Claim 1, further including a boot ROM in which 
a control program for enabling receiving of said test 
program through said communication circuit and running of 
said test program on said RAM. 

3. A microcomputer having a built-in nonvolatile 
memory including: 

a nonvolatile memory; 
a boot ROM; 
a RAM; 

a CPU for running a program stored in said boot ROM 
and RAM; and 

a communication circuit for controlling a 
communication with a check system, 

said boot ROM having stored a control program for 
jobs of: 
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receiving a test program for said 
nonvolatile memory from said check system to be 
stored in said RAM at a test command issued 
from said check system; 

running said test program; and 

sending a test result to said check 

system. 

4. A check system of a microcomputer having a built- 
in nonvolatile memory furnished with: 

at least one external communication device connected 
to said microcomputer in such a manner so as to allow a 
communication in a one-to-one correspondence, 

each external communication device including, 

a storage device having stored a test 
program for a built-in nonvolatile memory in 
said microcomputer, and 

a communication microcomputer for sending 
said test program to said microcomputer. 

5. The check system of Claim 4, further furnished 
with a control computer, connected to a plurality of 
external communication devices, for intensively 
controlling a check-up of a plurality of microcomputers 
each having a built-in nonvolatile memory and connected 
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to said plurality of external communication devices, 
respectively. 

6. A check system of a microcomputer having a built- 
in nonvolatile memory furnished with an external 
communication device including: 

a storage device having stored a test program for 
said microcomputer having a built-in nonvolatile memory; 

a communication control circuit for controlling a 
communication with said microcomputer; and 

a communication microcomputer for sending said test 
program to said microcomputer when checking the built-in 
nonvolatile memory therein. 

7. The check system of Claim 6, further furnished 
with a control computer, connected to a plurality of 
external communication devices, for intensively 
controlling a check-up of a plurality of microcomputers 
each having a built-in nonvolatile memory and connected 
to said plurality of external communication devices, 
respectively . 

8. An IC card packing a microcomputer having a 
built-in nonvolatile memory including: 

a communication circuit for receiving a test program 
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for a nonvolatile memory from an external check system; 
and 

a RAM on which said test program is run. 

9. The IC card of Claim 8, further including a boot 
ROM in which a control program for enabling receiving of 
said test program through said communication circuit and 
running of said test program on said RAM. 

10 . An IC card packing a microcomputer having a 
built-in nonvolatile memory including: 

a nonvolatile memory; 
a boot ROM; 
a RAM; 

a CPU for running a program stored in said boot ROM 
and RAM; and 

a communication circuit for controlling a 
communication with a check system, 

said boot ROM having stored a control program for 
jobs of: 

receiving a test program for said 
nonvolatile memory from said check system to be 
stored in said RAM at a test command issued 
from said check system; 

running said test program; and 
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sending a test result to said check 
system. 

11. A check system of an IC card packing a 
microcomputer having a built-in nonvolatile memory 
furnished with: 

at least one external communication device connected 
to said microcomputer packed in said IC card in such a 
manner so as to allow a communication in a one-to-one 
correspondence , 

each external communication device including, 

a storage device having stored a test 
program for a built-in nonvolatile memory in 
said microcomputer, and 

a communication microcomputer for sending 
said test program to said IC card. 

12. The check system of Claim 11, further furnished 
with a control computer, connected to a plurality of 
external communication devices, for intensively 
controlling a check-up of a plurality of IC cards 
connected to said plurality of external communication 
devices, respectively. 
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13 . A check system of an IC card packing a 
microcomputer having a built-in nonvolatile memory 
furnished with an external communication device 
including : 

a storage device having stored a test program for a 
built-in nonvolatile memory in said microcomputer packed 
in said IC card; 

a communication control circuit for controlling a 
communication with said IC card; and 

a communication microcomputer for sending said test 
program to said IC card when checking said built-in 
nonvolatile memory. 

14 . The check system of Claim 13 , further furnished 
with a control computer, connected to a plurality of 
external communication devices, for intensively 
controlling a check-up of a plurality of IC cards 
connected to said plurality of external communication 
devices, respectively. 



ABSTRACT OF THE DISCLOSURE 



When a built-in nonvolatile memory in a 
microcomputer is tested, a control program prestored in 
a boot ROM is run upon entering a test command from an 
external communication device; a test program is 
transferred from the external communication device to a 
built-in RAM through a communication circuit; a control 
of a CPU is switched to the built-in RAM after the test 
program has been transferred and a test is conducted on 
the nonvolatile memory; and a test result and a fail log 
are transferred to the external communication device 
through the communication circuit. Consequently, the 
built-in nonvolatile memory in the microcomputer can be 
checked without leaving the test program on the chip. 
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America prior to this application by me or my legal representatives or assigns, except as follows. 

I hereby claim foreign priority benefits vmder Tide 35, United States Code, §119 (a)-(d) of any foreign 
application (s) for patent or inventor's certificate listed below and have also identified below any foreign 
application for patent or inventor's certificate having a filing date before diat of tiie application on which 
priority is claimed: 
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Priority 


Claimed 


Japan 


Aor. 23. 1999 
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□ 


(Country) 


(Month/Day/Year Filed) 


Yes 


No 






□ 
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(Country) 


{Month/Day/Year Filed) 


Yes 


No 






□ 


□ 


(Country) 


(Month/ Day/Year Filed) 


Yes 


No 
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(Country) 


(Month/Day Aear Filed) 


Yes 


No 
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(Country) 


(Month/Day/Year Filed) 


Yes 


No 



Insert Provisional 
AppUcation(s): a 
(if any) 



Insert Requested 
Information: _ 
(if appropriate) 



Insert Prior U.S. 
Application<s): 
(if any) 



(Number) 

I hereby claim die benefit under Tide 35, United States Code, § 119(e) of any United States provisional 
application (s) listed below. 



All Foreign Applications, if any, for any Patent 
Months for Designs) Prior To The Filing Date of This Application: 



Inventor's Certificate Filed More Than 12 Months (6 



I hereby claim die benefit under Tide 35, United States Code, §120 of any United States application(s) 
listed below and, insofar as the subject matter of each of the claims of this application is not disclosed in the 
prior United Sutes application in the manner provided by die first paragraph of Tide 35, United States Code, 
§112,1 acknowledge the duty to disclose information which is material to patentability as defined in Tide 37, 
Code of Federal Regulations, §1.56 which became available between the filing date of die prior applies f'"" 
and the national or PCT international filing date of this applic 



(Application Number) 



s - patented, pending, abandoned) 



s - patented, pending, abandoned) 
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PLEASE NOTE: 
YOU MUST 
COMPLETE THE 
FOLLOWING: 



I hereby appoint the following attorneys to prosecute this appUcation and/or an international apphcaaon 
based on this application and to transact all business in the Patent and Trademark Office connected therewith 
and in connection with the resulting patent based on instructions received from the entity who fim sent tiie 
application papers to tiie attorneys identified below, unless the inventor(s) or assignee provides said attorneys 
with a written notice to the contrary. 



Terrell C. Birch 
Joseph A. Kolasch 
Bernard L. Sweeney 
Charles Gorenstein 
Leonard R. Svensson 
Andrew D. Meikle 
Joe McKinney Muncy 
C.Joseph Faraci 

Send Correspondence to: 



(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 
(Reg. No. 



19382) 
22,463) 
24,448) 
29,271) 
30,330) 
32,868) 
32,334) 
32,350) 



Raymond C. Stewart 
James M. Slattery 
Michael K. Mutter 
Gerald M. Murphy, Jr. 
Terry L. Clark 
Marc S. Weiner 
Donald J. Daley 



(Reg. No. 21,066) 
(Reg. No. 28,380) 
(Reg. No. 29,680) 
(Reg. No. 28,977) 
(Reg. No. 32,644) 
(Reg. No. 32,181) 
(Reg. No. 34,313) 



BIRCH, STEWART, KOLASGH BIRCH, LLP 
P.O. Box 747 • Falls Church, Virginia 22040-0747 
Telephone: (703) 205-8000 • Facsimile: (703) 205-8050 

I hereby declare tfiat all statements made herein of my own knowledge are true and that all statements 
made on information and belief are believed to be true; and furtiier tiiat these statements were made with die 
knowledge that willful false statements and die like so made are punishable by fine or imprisonment, or both, 
under Section 1001 of Tide 18 of the United States Code and tfiat such willful false statements mayjeopardize 
the validity of the application or any patent issued thereon. 
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